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Internet Security Update - TLS 1.2 Progress V 11.6 Required

The PCI DSS (Payment Card Industry Data Security Standard) has released an unscheduled
and important update to PCI DSS requirements: PCI 3.1. While it does include minor
clarifications and additions, PCI version 3.1 was primarily released to address the insecurity
of Secure Sockets Layer (SSL) and some Transport Layer Security (TLS) encryption protocols.

Executive Summary

For over 20 years Secure Sockets Layer (SSL) has been in the market as one of the most widely used encryption protocols
ever released, and remains in widespread use today despite various security vulnerabilities exposed in the protocol.
Fifteen years ago, SSL v3.0 was superseded by TLS v1.0, which has since been superseded by TLS v1.1 and v1.2. To date,
SSL and early TLS no longer meet minimum security standards due to security vulnerabilities in the protocol for which
there are no fixes.

What do SSL & TLS mean?

SSL (Secure Sockets Layer) and TLS (Transport Layer Security) are communication protocols that provide data encryption and authentication between applications and servers in scenarios where that data is being sent across an insecure
network, such as checking your email or browsing a website. The terms SSL and TLS are often used interchangeably or in
conjunction with each other (TLS/SSL), but one is in fact the predecessor of the other — SSL 3.0 served as the basis for
TLS 1.0.

PCI Security Standards

The PCI DSS (Payment Card Industry Data Security Standard) has released an unscheduled and important update to PCI
DSS requirements: PCI 3.1. While it does include minor clarifications and additions, PCI version 3.1 was primarily released
to address the insecurity of Secure Sockets Layer (SSL) and some Transport Layer Security (TLS) encryption protocols.
Effective immediately, all SSL and early TLS versions are no longer considered to be strong cryptography. This means that
the PCI Council has deemed that SSL and early TLS will no longer protect cardholder data.
From April 15, 2015 on, merchants must not implement new technology that relies on SSL or early TLS (version 1.0 and
sometimes 1.1, depending on use and implementation). Merchants already using systems and devices that utilize SSL
and TLS must discontinue the use of those systems and devices before June 30, 2016 in order to remain PCI compliant.

How does this affect my business?

Because virtually all ecommerce websites have SSL/TLS enabled for their cryptography, they are at the highest risk from
SSL/TLS vulnerabilities. The PCI Council also stated that web browsers will begin prohibiting SSL connections in the near
future, preventing users from accessing web servers that haven’t migrated to a more modern protocol.
SSL and TLS encrypt the information sent between web browsers and web servers. Since the release of SSL v3, unfixable
vulnerabilities were identified. You may have heard of some of these vulnerabilities in 2014, including FREAK, POODLE,
and WinShock.
Most browsers have supported TLS for at least the last few years. So end-users are unlikely to be affected by this change.
The biggest impact is likely to be felt by users with very old browsers. A comprehensive list of support is available here:
https://www.ssllabs.com/ssltest/clients.html
Organizations that undergo PCI assessments and have existing implementations of SSL and early TLS must have a Risk
Mitigation and Migration Plan in place. According to the PCI Council, this document will “detail [your] plans for migrating
to a secure protocol, and also describes controls [you have] in place to reduce the risk associated with SSL/early TLS until
the migration is complete.” You will need to provide your Risk Mitigation and Migration Plan to your PCI assessor as part
of the PCI DSS assessment process.

Tests You Can Do

How’s My SSL? is a website that tells you how secure your TLS browser is.
https://www.howsmyssl.com/
SSL Labs has a web site that will test your web server to see how secure it is. This test will show vulnerabilities like having
TLS 1.0 enabled is vulnerable to the POODLE attack.
https://globalsign.ssllabs.com/index.html

THE
GOOD NEWS
FDM4 has a team of professionals that are ready to assist you in upgrading to Progress V 11.6 to ensure your

internet services as secure as possible. We can assist you in everything from TLS 1.2 enabling your web server to
developing a migration plan to achieve a smooth transition in disabling older insecure communication protocols.
FDM4 can also help you develop your PCI Risk Mitigation and Migration Plan as part of your PCI assessment process.
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